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Executive Summary

To be effective, emergency managers need to have accurate and current information available to them instantly.   Many elements are available today in very diverse systems.  The demand for this type of information has only intensified since September 11th.  To date, there is no system available to:

· Bring this information together in one shared database

· Communicate this data in an effective way to those who need it in the field.

We propose that this sort of a system can be designed and implemented using many existing data sources and communication networks.   Interfacing to existing databases will minimize data duplication and resulting differences, as well as lower startup costs.

Examples of Data Sources:

· Worker questionnaires

· Web questionnaires

· Drives’ license database

· Aerial photography

· Mapping 

· FCC database

· National Weather Service

Suggested terminal devices:

· Desk Top Computers at all Emergency Operations Centers

· Wireless devices using WAP

Using current technology in new ways, we’ll be able to bring together information in a way that has never been done before.   For the first time, Emergency Managers who need information will have it where and when they need it.

Introduction

In an emergency, getting accurate information quickly is critical to the safety of everyone involved.    Both the victims and the rescue workers are at risk in an emergency.   It is important to minimize delays in finding information.   In case of injury, accurately finding the person and getting their personal medical information to medical workers may make the difference between life and death.    Replacing tired workers involved in rescue and recovery activates will minimize injuries due to mental and physical exhaustion.   Emergency managers need to have information available to them to best manage a bad situation.   

Technology background

Current technology varies from County to County within Florida.   At best, it’s a spreadsheet that has to be read and reacted to manually.   At worst, it’s a collection of paper forms in someone’s desk.

Interviews with Florida and Miami-Dade Emergency Management officials (J. Flemming, C. Jagielski, personal communication, January and February, 2002) indicate that communication systems exist within the State of Florida that link each county to Tallahassee using a satellite network.   Since the common point is in space, the chance of any effect from natural or man-made disaster within Florida is unlikely.   

Cellular and landline phones may or may not be available before, during and after a disaster.   While any proposed system could utilize the public infrastructure during normal times, it cannot be part of any plan within the effected area.  

Problem Statement

Rescuers, and those who manage them, need accurate information as quickly as possible.  Sometimes this information is required in the worst possible environments.    A new system is needed to link together all possible data sources to provide a one-stop source for information about those who help in a disaster.  Such a system will need to link very diverse sources and do it a most reliable fashion.  

Current Status

No such system exists today.    Most emergency response teams have little information about themselves and even less about the location they report to.  Other than their rescue and recovery training, communication and localized information is currently passed by word or mouth, or maybe some written documentation.   Since all volunteers and professionals have been trained using nationally accepted standards, there are many common elements.   Leaders don’t have access to information about available manpower from outside their local group.   

Analysis of Alternatives

A few approaches were considered.   Any based on paperwork, even when standardized, totally lack speed in entry-to-user delays.  In a disaster, there’s no time to do data entry.  There is also the issue of trying to read and correctly transcribe any data entered by a written form.

A completely new and independent system, while easier to deploy, might make sense in some ways, the costs would be astronomical for such a wide reaching system.   A new and separate data system would also duplicate data already stored elsewhere.   Any time data exists in two location, there becomes a risk of differences between the two datasets.  

It would make the most sense to get maximum usage out of existing technologies and systems.    The resources available on the Internet today can be integrated into a field system to provide services and functions not even available on existing state systems.    

One could argue that in a serious disaster, such as a wide spread attack using Weapons of Mass Destruction (WMD), any dependence on infrastructure of any type would be a mistake.  The reality is that, so far, disasters have been localized.   Designing for doomsday leaves us lacking for the vast majority of disasters.   A compromise would be to provide hard-copy reports of all registered disaster workers to emergency managers on a regular basis.  As long as the paper (and the people to read it) survive, the paperwork would be able to provide detailed information about the emergency workers.   Of course, all real-time data would be unavailable.  

Technology used in other industries could also provide solutions.  For example, a Mobile Data network, outlined in RadioResouce Magazine (Polecrone), explains the benefits derived from installing mobile data service including not only location, but also real-time data about cargo.  Unlike the trucking and fuel industries, no profit can be derived from improved dataflow in Emergency Management.   While the terminal equipment used in a Mobile Data Network could be useful, the concept of starting an all new network is not attractive because of cost.

Detailed Recommendations

Unfortunately, not all information is available in one location.   The data isn’t even available in one standard format.   A worker’s blood type is very different than an aerial view of their current location.   A central system, using Enterprise Application Integration can bring all this information together in one easy to use platform.   

To understand the needs, let’s follow rescue worker Joe Smith.   He has offered to help with rescue operations after a serious category four Hurricane hits South Florida.   Being from Atlanta, he’s not familiar with the area.   As the winds are just starting to slow down, he’s at a staging area in West Palm Beach.   Forecasters, after analyzing satellite and radar data, say there will be wide spread damage and injury where the eye of the storm hit. 

At the staging area, Joe presents his Community Emergency Response Team (CERT) credentials.   According the Federal Emergency Management Agency (FEMA) CERT documents, this proves that Joe has the training to do light Search and Rescue (SAR), fire suppression, triage and other skills needed after a disaster.   These teams aren’t trained to replace the professionals; they fill the gap while the professionals are busy elsewhere.   

Joe will need to fill in some information as he waits for transport to Miami.   Traditionally, this was done by filling out a paper form.   While this input mechanism might be cheap, it’s prone to errors and isn’t valuable until the data is entered into the computer system.  In times of emergency, data entry functions aren’t a efficient use of manpower.   

Data Entry Terminals

While it would be preferable to get much of the information in advance using a secure web site questionnaire, the reality is that many people come from out of state and wouldn’t be part of the database yet.  A simple data entry terminal is needed to get data from workers as quickly and accurately as possible.   The hardware for this type of application might already exist in an unlikely place… the voting errors in the 2000 elections lead to a reform of voting processes in Florida.   The punch ballot machines are being replaced in many locations by touch screen terminals.   These devices will spend most of the year stored in warehouses.   They could be deployed to emergency staging area as soon as a disaster strikes.   A special application would be loaded on the terminals to interview the participant about personal information that needs to be gathered in a private manner.   For example, medical history.   The voting machines would provide a perfect environment for this purpose.   

On a regular schedule, the collected data would be downloaded from the terminals using the same method that would be used at the end of any election.   The data would then be uploaded to a central system using a telephone modem.   Remember that infrastructure services, such as telephone lines and power are still available in a staging area.   

Other voting machines could be deployed closer to ground zero in mobile units.   A cellular interface could send the data from these units to the collection point.   Not all data entry needs to be done at the time of the disaster. The secure Web questionnaire would be available for those who are part of any program in Florida.  This information would be already entered in the system for their review at the staging area.

We now have our first system to interface to… the data collection system used by the voting terminals.   

Once the worker has had the interview session with the voting terminal, he or she will be issued a semi-permanent wristband with name and a bar coded ID number.   This will be used throughout the disaster to simplify identification.   It should be water proof so that it can withstand bad weather and bathing.   

A digital camera will be used to get a passport type picture of each person.   While they pose for the picture, they’ll hold a simple paper with their ID number printed in a large font.   This will assure that the picture and the person are accurately linked.  This image will be linked to the data record being created in the central system.   

A photo ID, unique to the disaster, will also be printed and issued to the worker.   The format of the ID will be distributed to Law Enforcement personal to let them know that this worker is allowed to pass police and fire lines.   The equipment used in regular times to print drivers’ licenses would be used for this purpose.   A hologram or other hard to reproduce marker would prevent forgeries.   

Joe has been interviewed and has identification.  He’s ready to go.   We now need to track his movements.

Location tracking

It’s not practical to put a satellite tracker on every individual.  However, we can take a lesson from the overnight package companies.   Like a package, the movement can be approximated by tracking the transportation medium.   Transport vehicles will be tracked using Global Positioning System (GPS) and Automatic Position Reporting System (APRS) linked together.   

A typical APRS packet will be transmitted over the frequency 144.390 MHz using the Amateur Radio AX.25 Link Access Protocol.   As an example, the following packet:

KD4BBM>APRS/V:$GPGLL,2554.45,N,08020.17,W
Can be decoded to indicate that the user, KD4BBM, 5.5 miles northwest of HIALEAH, FL, as well as other data.   Foreman, in 73 Amateur Radio Today, explains how the same packet technology can transmit river levels very effectively.  Other stations repeat the data packet it transmitted every few minutes while the system is moving.   These packets are relayed between base stations and then relayed to Internet servers via gateway stations.

The global coordinates within the packet allow the location to be tracked on maps or over aerial photographs of the area.   Examples are included in the Appendix.

Along with the position reports will be packets containing the occupant ID numbers.   As workers board the bus, they’ll be scanned with a barcode scanner.   This places them on the bus.   As the bus moves, its location is tracked on the APRS network.   As they get off the bus, they’re scanned again.   We now know where they got off the bus.  We can assume that they’ve within a reasonable distance of the bus stop.  

When he arrives in the area, he’ll be assigned to one Command Post (CP).   Either in person or by radio, he’ll confirm his ID number with the CP.   The CP is now responsible for this worker until he leaves the area, or is assigned elsewhere.  

Once the Joe is near Ground Zero, the heavy and dangerous work begins.  He’ll be working in small teams with other CERT members to rescue those trapped in damaged structures.   His life and safety is now the main concern.   On an hourly basis, he’ll call in to the CP with his ID number, by phone, radio or runner, which ever is available.   If he isn’t heard from in his CP in 3 hours, he’ll be called, then a search for him will begin.   

The Command Post will be equipped with some form of computer.   Hopefully, some level of communication will be available.   If not, the CP will operate in a stand-alone mode and will track ID numbers.   

When communication becomes available, the software running at the Command Post will synchronize units that they show in service at their location and the central database.    This synchronization process may be intermittent at best.   For this reason, it will be important to get all available data.   All new worker data should be transferred to the CP computer after the in-area worker data has been transferred.   

Emergency Operation Centers

The multiple Command Posts report to the local Emergency Operations Centers.   These are usually at the County level.   I larger counties, adjoining cities within a county may be joined together in a Divisional EOC.  

Any EOC will be assumed to have at least radio communication, but more than likely also landline and two-way satellite communication.  

They will need to have computers on this system.   Communicators will have access to all information about workers, except those deemed to be of a personal nature, such as medical histories.   

Supervisory personal will have handheld devices with wireless connectivity.   These will use a wireless medium suitable for the location.  For example if the supervisor is within an EOC or CP, 802.11b WiFi LAN equipment will provide communication to the other computers in the building to get database access.    

In the field, supervisory personnel will get access to the network using wide area networks, such as Internet ready cell phones using Wireless Access Protocol (WAP).   It’s important to remember that such devices will not be useable when there’s a major disaster that has damaged cellular networks.    Likely hardware for this type of terminal would be Palm or Blackberry devices.  

The handheld devices will allow the user to enter a password to see the worker’s private medical data.   This function will only be used when the worker is in need of medical assistance.   While it might be tempting to limit this access only to doctors, in a disaster situation, the information might be needed by an EMS worker.   

System design

To create just one system to do all of this would be foolish.   A single system would be a single point of failure.   For this reason, the central servers will be linked, via an already installed Very Small Aperture Terminal (VSAT) network.  All counties will have a Emergency worker database which will be a mirror of one located in Tallahassee.   

Network

This two-way satellite system operated by Hughes Network Systems already provides the State of Florida a network for emergency e-mail and voice traffic.    VSAT terminals, with 10baseT connections, are already installed in all County EOCs.   The network has adequate data throughput to keep the EOC databases synchronized overnight.   

Hardware

The platform will be Microsoft 2000 running on Pentium III computers.  A typical configuration would be a 20-40 Gigabyte hard drive and 256 Megabytes of Random Access Memory (RAM).  There will be two Network Interface Cards (NIC).  A simple network connection will link the computer to the VSAT network using private network addressing (10.x.x.x) and TCP/IP.   The other will interface to the county EOC LAN, if there is one.   The preferred network protocol would be TCP/IP, but this side of the system will be dependent of the existing EOC LAN.  

A backup to the VSAT network would be provided using a hardware Virtual Private Network (VPN) over the Internet, for example the SonicWall VPN appliance.   These will share any existing Internet connection at the EOC, or a DSL or Cable modem connection.   Since the SonicWall can be configured in a ‘call-home’ mode, expensive static IP addresses are only needed at the primary site in Tallahassee.  

Integration with other systems

To be most effective, the central database will be connected to other database systems as it makes sense from a safety and logistics standpoint.   

As mentioned before, the primary worker input mechanism for this network will be touch screen voting booths.   An interface will be needed to transfer the inputted information to the database network.   This will likely use the same hardware used to collect votes when the polls close, but the collection point will be the nearest database location.   This connection will likely be made by dialup modem.   

The central system will interface to the Federal Communication Commission’s database of Amateur Radio Operators.   Ham radio operators make up a large percentage of the volunteer workers at any disaster.   The key to this interface is the user’s unique FCC assigned call sign, a combination of letters, a single digit, and more letters.   From this identifier, the system will get a home address and class of license.  An interface to other on-line database, QRZ.com, will even include a photo of the person and an e-mail address, if they’ve supplied one.

Another interface could be made to the Florida Driver’s License database.   From this, the class of license, and its status (valid, expired, suspended) can be determined.   As much as is allowed by public information laws, a driving record could be graded.   A chronic speeder wouldn’t be the best person assigned to be a transportation driver.   

The driver’s license number could also flag anyone with a criminal record.   While unlikely, it is possible that someone is volunteering to help in a disaster for ulterior motives.  For example, they might be trying to get past police lines to loot in the disaster area.   While personal information rights might become an issue, the system could be configured for a pass/fail report.   Anyone failing will be told to check with someone in charge for more information.   From there, a police officer, or other person legally allowed to access arrest and conviction records could make the judgment call.   

The system will also link to the existing APRS network.  This will provide a real-time location information for many resources, including APRS equipped Amateur Radio Operators and other mobile resources equipped with APRS, such as busses and trucks.   The interface will be done using a telnet connection the APRS network, via the Internet.   This will be the most time critical element of the system.    When any terminal is connected to the network, the location data for workers assigned to that terminal location needs to be as current as possible.   

Existing Local Mobile Data Systems

As pointed out by Kanable, in Law Enforcement Technology, there’s a wide spectrum of technology in local agencies.   Some have played the funding and political game well and have state-of-the art mobile data terminals in the public safety vehicles.    Others have nothing.  

Interactive Voice Response System

Another possible interface would be to an out dialing system or Interactive Voice Response System (IVR).   This technology, usually thought of as an evil telemarketing tool, can use used to make many outbound phone calls at once.   This can be a very effective tool to get people activated.   A customized message can be delivered after being remotely activated.    For example:

This message is for (speak person’s name).   Press 1 when  (speak person’s name) is on the line.

After receiving an touch tone 1:

“The Miami-Dade Office of Emergency Management has declared an emergency.   The community needs your services.  Please prepare to implement the (disaster type).  Please respond to your predetermined gathering point as soon as possible.   If you have radio equipment, please call on your primary emergency channel.   

Using your touch-tone phone, please enter the number of minutes you’ll need to respond to your gathering point.   Enter 0 if you cannot respond.   (Accept 1-3 digits).   

Thank you.  Your response is appreciated.

The likely device to do this function would be a Dialogic Card.    This PC add-in card provides 4 to 16 analog ports to be connected to standard or PBX phone lines.   The software would allow a system administrator to activate this process for groups of people, for example, communicators, CERT teams, off-duty officers.   This could be done locally on the computer, or remotely by calling into one of the IVR lines using a password.   The mirrored database would provide the phone numbers to call.  

Estimated Project Schedule

Such a system would be best prototyped at the County level.   A trial system could be implemented within a year depending on the cooperation and interest by the County.   Miami-Dade County would be a logical test location since it is closest to the developers and more complex and populated than any other county in Florida.  The first targets for the system would be Amateur Radio Operators and CERT Team members. Training for Emergency Managers will be critical so that they can get the maximum functionality from this system.  Through on-going training and use of the system during all drills, the system will become the first resource Emergency Mangers think of when they need information.

Once trials are complete, the concept could be presented to the State of Florida.  It could also be the foundation for a FEMA pilot project.  Funding from FEMA could help this project in Florida, and, if approved by FEMA, could be part of a national standard.  Once funding is approved, implementation statewide could be done in about 1.5 years.   

Conclusions

The data is available.  The networks are available.  Even some of the hardware is available today.   The missing link is something to bring it all together in one cohesive functional system.  

September 11, 2001 opened our eyes to the scope of disasters.   The rules or engagement have changed and our response to disasters has to change also.  Business as usual could be fatal in a wide scale deployment of emergency personal.   Enterprise Integration Application development promises to bring all of the key elements together.  Wireless networking brings the data to the field where it is needed most.   Satellite networks will bring the data to Emergency Managers when other infrastructures have failed.   Even the Internet has a role to play since it will often be fully available outside of the effected area.  

Your approval of this project will allow us to communicate in ways we’ve never communicated before in times we’ve never experienced before.
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Location Map Examples:
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